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Introduction

This document will be updated with the release to manufacturing (RTM) of Exchange Server 2000 Release Candidate 2 (RC2). Sections that will change are noted [Preliminary] throughout the article. 

This article provides an extensive tour of the Exchange 2000 deployment of an imaginary company called The Milk Company. You’ll be guided through six core steps in an Exchange deployment:

1. Create a detailed deployment plan.

2. Begin a successful deployment of Microsoft Windows® 2000.

3. Prepare Microsoft Active Directory™ and Exchange directory.

4. Install your first Exchange 2000 server.

5. Upgrade the information stores and other Exchange components.

6. Switch to native mode.

The purpose of this article is to provide you with a clear mental picture of how deployment works. You can use this as a basis for you own process.

The discussion here offers a high-level view of an Exchange 2000 deployment in a particular mixed-mode Windows 2000 environment, but it provides very specific advice that is applicable to many deployment scenarios. It focuses especially on a successful order to carry out deployment—what to do when, and especially, why. It provides useful tips gleaned from the Microsoft Early Adopter beta testing program. You can read about other deployment scenarios in the Microsoft Exchange 2000 Deployment Guide. 

Questions and Answers

This document will answer some of the following questions:

· What should I do to get Windows 2000 ready for Exchange?

· How do Windows and Exchange interoperate?

· How do I upgrade an Exchange 5.5 organization to an Exchange 2000 organization?

· What exactly is the relationship between Windows 2000 user accounts and Exchange mailboxes?

· How do I specify Exchange administrators?

· When and where do I run ForestPrep or DomainPrep? 

· When do I run the Microsoft Active Directory Connector (ADC), and what type of connection agreements should I create?

· When do I use the Active Directory Cleanup Wizard?

A Key Understanding

Perhaps the key difference between Exchange 5.5 and Exchange 2000 is that Exchange 2000 now relies on the Windows Active Directory entirely. There is no separate Exchange directory, and this integration has far-reaching effects such as the following:

· It drives the dramatic improvements in flexible administration brought about by network security and messaging, sharing the same directory.

· It provides the fundamental reason why several new components exist, such as the ADC, the Site Replication Service (SRS), and the Recipient Update Service (RUS) that is discussed later in this paper.

· It provides the impetus for the new Windows 2000 group model—that mirrors the functionality of both Exchange 5.5 distribution lists (DLs) and Microsoft Windows NT® 4.0 group—and the user model, which has expanded to include attributes for mail delivery and storage.

· It creates a stronger link between Exchange and Windows administrators, who willo work together more than ever before. In addition, while administrative capabilities are increased, mistakes made in user accounts affect messaging, and vice versa. 

If you develop a clear and deep understanding of Active Directory, this will clarify most of the differences between Exchange 5.5 and Exchange 2000, and will form a basis for understanding how Exchange 2000 works. Following is very brief example.

From Mailboxes to Accounts

In the Exchange 5.5 directory, a mailbox is an object. One of the attributes of the mailbox is the primary Windows NT account, which has Owner permissions—Exchange 5.5 relied on Windows to control access to mailboxes. However, the Windows NT directory had no mailbox-related attributes. To Windows, mailboxes might as well not exist.

With Exchange 2000, the Exchange directory has been integrated into Windows 2000 Active Directory. The relationship between security accounts and mailboxes is now reversed. A Windows account is an object, and the account's mailbox is an attribute of that object. 

In Exchange 5.5, no conflict was created for the directory if several mailboxes were "owned" by the same Windows account. The mailbox was unique in the Exchange directory namespace, and the Windows account was unique in the NT security namespace. So, while the relationship between the two was flexible, it duplicated administrative needs and increased replication overhead. Now however, the two have merged into essentially the same object—a Windows 2000 account that can have only one mailbox attribute (it can only own one Exchange mailbox). Now, both account and mailbox can be managed together.

This directory integration clarifies the purpose of the Active Directory Connector, which is to convert Exchange mailbox objects to Windows user objects. In addition, it helps you to understand changes in the administrator permissions model. 

Active Directory From an Exchange Perspective

To Exchange 5.5, because of the Site Replication Service (which is discussed later), the Active Directory looks like any other Exchange directory, that is, a Dir.edb file containing Exchange directory information about a particular Exchange site.

To Exchange 2000, or from the perspective of a messaging system in general, Active Directory provides both network security services and all the services provided by a messaging directory—for example, public folders and the maintenance and replication of all Exchange attributes. 

From a client’s point of view, the basic services provided are the following:

· Global address list

· Address book views

· Offline address books

These are discussed in greater detail in “Changes in Client Access: Address Book Lookups” under Step 2.

Step 1: Create a Detailed Deployment Plan

Your Exchange 2000 deployment plan should reflect your understanding of how Exchange and Windows interoperate, involving relationships between Windows 2000 sites and domains, administrative and routing groups, domain controllers, global catalog servers, and the new components that directly connect Exchange 5.5 to Windows 2000—the Active Directory Connector, Site Replication Service, and Recipient Update Service. This section provides a basic outline of the Windows 2000 and Exchange 2000 deployment goals for an imaginary (but very successful) company called The Milk Company; the next section (Step 2) explores the issues you’ll need to understand to realize those goals.

Deployment Scenarios

There are many ways to deploy Exchange 2000; each method has a goal of a single Active Directory user account for each mailbox, with all the correct Exchange attributes populated. For example, you can upgrade to Windows 2000 completely before you begin installing Exchange 2000. In this scenario, every domain that contains accounts used to access Exchange mailboxes is upgraded to Windows 2000 first. Then you use the Active Directory Connector (ADC) to match the Exchange 5.5 mailbox’s primary NT4.0 account with the new Windows 2000 account, merging accounts on the fly.

However, upgrading completely to Windows 2000 before Exchange deployment is unrealistic for many companies—as it is for The Milk Company—and it’s not necessary. Microsoft supports coexistence between NT4.0 and Windows 2000 and between Exchange 5.5 and Exchange 2000, so you can gradually upgrade both to Windows 2000, and to Exchange 2000.

Note   For a broad discussion of a variety of deployment scenarios, see the Exchange 2000 Deployment Guide.

Where Are You Now? A First Glance at The Milk Company

The Milk Company is a purveyor of fine milk products over the Internet, with over 6500 employees made up of farmers, maids, and salespeople. The Milk Company is an Exchange 5.5 organization with the following four sites:

· New York City—HQ + development + distribution—2000 employees

· Los Angeles—WW sales and support—2000 employees 

· London—European Sales and support—2000 employees

· Paris—Localization (just acquired, and currently running Lotus Notes)—500 employees

[image: image1.png]Los Angeles site New York City site’

Paris

London site (notes)




FIGURE 1. The Milk Company Exchange 5.5 organization

Although New York City and Los Angeles are in the same organization, they operate almost as separate companies as far as security and messaging are concerned, with different administrative teams. Part of the mandate for the upgrade to Windows and Exchange 2000 is to centralize administration in New York. 

A Paris office, currently running Lotus Notes in an NT4.0 domain, has recently been acquired. For the time being, an Exchange 5.5 Notes connector will be used to connect Paris to London. The mandate is to join Paris to the Exchange organization as quickly as possible, but not before planning the best way to integrate it into the new topology. Thorough planning for Windows 2000 has already taken place, and so Paris will be added after Windows 2000 deployment has begun for the other domains.

[image: image2.png]Windows NT 4.0 domain

Los Angeles

A
o

Windows NT 4.0 domain

Windows NT 4.0 domain

Windows NT 4.0 domain




FIGURE 2. The Milk Company Windows NT4.0 deployment, with trusts between the existing domains. Paris has just been joined the organization, and a trust will soon be set up.

Where Do You Want to Be?

Although The Milk Company begins deploying Windows 2000 first, the deployment of Windows 2000 and Exchange 2000 will happen roughly in parallel. The end result reflects requirements both for account security and mail system efficiency.

Windows 2000 Deployment

For The Milk Company, Windows 2000 deployment is occurring in two major cycles. The first cycle, completed before Exchange 2000 deployment begins, is to create a mixed-mode Windows 2000 forest. A trust is established to the London domain, which, because of a milkmaid strike, will be delayed in upgrading. The basic steps of this first cycle are as follows:

1. Create a new root Windows 2000 domain with recently purchased hardware. The first domain is created as a placeholder for the rest of the forest; it will contain only domain controller computer accounts.

2. Upgrade a PDC and BDC NT4.0 server on the New York City site/domain to create a mixed-mode Windows 2000 child domain called NA.TheMilkCompany—the  North American (NA) Milk Company domain. All North American users will be hosted on this domain. 

3. Then upgrade all NT4.0 servers in New York and switch NA.TheMilkCompany to native-mode so that it can be used for group management (more on this topic later). 

4. Use the Active Directory Migration Tool to migrate users on the Los Angeles NT4.0 domain to NA.TheMilkCompany. (For more information on this tool, see the Windows 2000 documentation.)

5. Create a trust between the London domain and the new Windows 2000 forest.

Eventually, during the Exchange 2000 deployment, and in preparation of eventually going native, the London NT4.0 domain will be upgraded to a Windows 2000 domain called EUR.TheMilkCompany. The end result is the following Windows 2000 forest.
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FIGURE 3. The Milk Company Windows 2000 forest: root, North American (NA) and European (EUR) domains

For more information on upgrading Windows 2000, see your Windows 2000 documentation.

Exchange 2000 Deployment

Goals include the following:

· Consolidate New York City, development, and Los Angeles, sales, into one administration and routing group. Since a high-bandwidth connection now exists between the two geographic sites, and for purposes of mail and account administration, the two groups are very similar, it makes no sense for The Milk Company to maintain a separation between the groups in. Yet, with Exchange 5.5, they could not move users between existing sites.

· Consolidate Paris and London into one routing group (they have a high-bandwidth connection through the Chunnel), but keep them in separate administrative groups, to allow for separate administrative teams. (In Exchange 5.5, a site by default was a “routing group,” and two sites could not be merged.)
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FIGURE 4. The Milk Company Exchange 2000 deployment

Step 2: Begin Successful Deployment of Windows 2000

The key to a successful deployment of Exchange 2000 is a successful deployment of Windows 2000. Your Windows 2000 installation, whether mixed or native mode, should be stable and working as expected before you begin to deploy Exchange 2000.

You should understand that Windows 2000 deployment and Exchange 2000 deployment carry separate challenges. The person who designed your Windows 2000 deployment may be far less familiar with Exchange 2000. You must fine-tune Windows 2000 for the new messaging system. 

Note   Deployment planning is more fully covered in the Exchange 2000 Deployment Guide.

Forest Design

A Windows 2000 forest cannot support more than one Exchange organization. That is, you cannot have two Exchange organizations in the same forest. The obverse is also true: An Exchange 2000 organization cannot span more than one Windows 2000 forest. You cannot have some Exchange servers in one forest, and some in another. All mailboxes, servers, public folders, etc.—all Exchange resources—must be in the same forest.

While it is possible to design a topology that creates mailboxes in one forest, and Windows 2000 user accounts in another, for most enterprises, Exchange mailboxes and user accounts will be in the same forest. This means that these two related but separate information systems must be considered equally: How can the structure of the forest optimize both security and messaging—both administration of user accounts, and also message routing and directory replication?

Domain Design for The Milk Company

The Milk Company has three separate NT4.0 domains (four, with the addition of Paris), and it’s moving to a forest with three domains. The company could have achieved similar results using a single domain model with offices organized by organizational unit. However, from the perspective of a Windows 2000 administrator, the decision to create separate domains makes sense because of language and geographical considerations. In addition, familiarity with the existing domain structure makes the path to upgrading it fairly straightforward. 

From the perspective of an Exchange administrator, the multiple-domain design makes sense because of the necessary coexistence period while the entire company migrates to both Windows 2000 and Exchange 2000. This period will require at least one Windows 2000 domain in native mode to support universal security groups (more on this later).

Extending the Schema

The Windows 2000 Active Directory schema must be extended to support the diverse attributes in a messaging application directory. Exchange 2000 extends Active Directory with new Exchange attributes. Existing Active Directory attributes are also modified, some of which affect what Outlook users see in the global address list. 

The schema is extended only once. It happens whenever the first of the following occurs:

· When you install the Exchange version of the Active Directory Connector, or 

· when you first use Forest Prep.

Note   The schema is extended if you install the Windows 2000 version of the Active Directory Connector, but not with Exchange attributes; so you must install the Exchange version.
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FIGURE 5. The schema extensions that are added to Active Directory when you install Active Directory connector or run Forest Prep

New Attributes

Exchange adds a variety of messaging-related attributes to the user, group, and contact objects in Active Directory—which turn these security accounts into mail recipients. In addition, the user object can “own” a mailbox, and so receives mailbox-related attributes.
Domain vs. Site Design 

A Windows 2000 site may span multiple domains, and a domain may contain multiple sites. This gives you the means to design a topology that will most efficiently route mail, directory, and security information throughout your system. A clear understanding of the Windows 2000 site and domain topology along with the DC and GC placement will help you construct a success Exchange 2000 deployment plan.

Active Directory uses site design to determine how best to use available network resources. This makes the following types of operations more efficient:

· Service requests. When a client requests a directory service from a global catalog server (GC), Active Directory directs the request to a GC in the same domain and site as the Exchange server that the client is connecting to, if such a GC is available. 

Important   The client depends on the Exchange server it connects to to access a global catalog server. The Exchange server can only write to global catalogs in the same domain that the server’s machine account is hosted in. Therefore, Exchange servers that clients access should be hosted in the same domains as the users accessing them. This is an important difference from the Exchange 5.5 implementation, in which Exchange servers could be placed in separate resource domains.

· Replication. Sites streamline replication of directory information. Directory schema and configuration information is distributed throughout the forest and domain data is distributed among all domain controllers in the domain. By strategically reducing replication, the strain on your network can be similarly reduced. Active Directory replicates directory information within a site more frequently than among sites. This way, the best connected domain controllers, those most likely to need particular directory information, receive replications first. The domain controllers in other sites receive all changes to the directory, but less frequently, reducing network bandwidth consumption.

Domain Controllers and Global Catalog Servers 

[Preliminary]
The Windows 2000 domain and site structure has a greater impact on your Exchange 2000 deployment than Windows NT 4.0 had on Exchange 5.5. The flexible relationship between domains and sites calls for very careful planning, especially around the area of global catalog servers.

A Windows 2000 domain controller (DC) holds user authentication data related to its domain. A global catalog server (GC) is both a domain controller and it holds a replica of selected attributes from selected objects from the entire forest. Exchange both DCs and GCs in its normal operation. 

Important   As a rule of thumb, at least one global catalog server should exist per Windows 2000 site. Additional global catalogs may be required for added redundancy or for load handling.

Changes in Group Design

The type and scope of Windows 2000 groups reflects the particular requirements both of Windows and of Exchange. In Windows 2000, Domain Local and Global groups have the same scope as their NT4.0 counterparts, and when implemented as security groups, they can be used in Access Control Lists (ACLs) on network resources—just as they were in NT4.0. 

A new group scope, Universal, has a similar scope as the Exchange 5.5 DL (Universal groups can have members from any domain). And since Windows 2000 groups can be mail-enabled, a Universal mail-enabled or “Distribution” group (UDG) can be used just like an Exchange 5.5 DL.

Universal Security groups (USGs) can be granted permissions in any domain in the forest. These groups, like UDGs, are particularly useful for Exchange, because Exchange requires a group type and scope that can be used in Access Control Lists (ACLs) on public folders. 

The following table compares the groups used in Exchange 5.5 and Windows NT4.0 with groups used in Exchange 2000 and Windows 2000.

	Exchange 5.5 or Windows NT 4.0 group type
	Function in Exchange 5.5 or Windows NT4.0
	Membership
	Windows 2000 analog

	Exchange 5.5 DL
	(1) E-mail DLs, or 

(2) Used in ACLs on public folders
	A DL can have as members a mailbox from any site in the organization and/or another DL. Nesting of DLs is not limited.
	(1) Universal Distribution Group (for DLs), or 

(2) Universal Security Group (used in ACLs on public folders)

	Domain Local
	Used in ACLs for resources that exist in the same domain as the group itself.
	Membership from any trusted domain. The scope of the group is restricted to only the local domain. Domain Local groups cannot be nested.
	Domain Local security group

	Domain Global
	Used in ACLs for resources in any domain.
	Membership from only the local domain, but it has a global scope. Global groups can have one level of nesting.
	Global security group


Groups in a Mixed-Mode Organization

An Exchange 2000 deployment requires at least one domain in native mode. This is because, in mixed mode, the domain may contain NT4 domain controllers, and it is therefore restricted to supporting only the group types that Windows NT4 supports—Domain Local and Domain Global. Specifically, this means that mixed mode domains cannot support Universal security groups. So to implement universal security groups, you need a domain in native mode. You should target that native-mode domain when you use the Active Directory Connector to export DLs from Exchange 5.5.

Creating Universal Groups with the Active Directory Connector

As stated earlier, Universal groups play a special role for Exchange 2000. The Active Directory Connector replicates all Exchange 5.5 DLs to the Active Directory as Universal Distribution groups. This group type was selected because the majority of DLs in 5.5 are only used as DLs, not in ACLs. This means that immediately after ADC replicates the 5.5 DLs to Active Directory they can be used as email distribution groups, but not for assigning permissions in ACLs.

In general, this works well; however, public folders require special consideration.

Groups and Public Folders

Exchange 5.5 public folders have ACLs that may contain DLs from any domain. When public folders are replicated (or upgraded) to Exchange 2000, if a DL has been used in an ACL, then that group must be represented as a Universal Security group (USG). 

Not all Exchange DLs are used for setting permissions on public folders, only a subset. If all distribution lists were converted to USGs, it would increase replication traffic unnecessarily. So Exchange is selective about converting UDGs to USGs, and only converts those that are being used for permissions. 

Note   Any UDG that has been used for permissions is converted; however, the most common case is in public folders.

The conversion process could occur at three points: 

· During upgrade from 5.5

· During public folder replication with 5.5

· Whenever a user defines permissions on a Platinum public folder and specifies a distribution group

The process occurs at the earliest opportunity, but will be deferred until such opportunity.

Using Global Groups Instead of Universal Groups

The Windows 2000 group construct that most closely maps to the Exchange 5.5 DL is the Universal group. The Exchange 2000 architecture is designed and tested to work best with Universal groups. If you want to use Global instead of Universal groups, then you will have to invest in additional planning, careful configuration of your environment, and potentially ongoing policing of group usage.

Note   By default, the Active Directory Connector creates universal groups, so if you want to create Global groups, you need to do so on the Windows 2000 side and replicate them back to Exchange 5.5 using a two-way connection agreement.

Object Visibility vs. Membership Visibility

Although the names of Global group objects are replicated to every domain in a forest, the membership of global groups is only visible from DCs or GCs in the same domain as the group. This membership is not replicated to GCs outside of the home domain. 

For example, if you create a Global group in domain A, the group object and its membership are replicated within A, but only the group object (and not the membership) is replicated to domain B. 

Using a Global Group for Mail Distribution 

Routing and transport use a GC to resolve the addresses of users and groups. But unless a Global group is homed in the same domain as the GC, the GC will not have its membership, and so it will not be able to resolve addresses. 

For example, Exchange server 1 is using a GC from domain A. A user on server 1 sends mail to the Global group on domain A. Transport is able to read the membership of the group and successfully deliver the mail. But Exchange server 2 is using a GC from domain B. If a user on server 2 sends mail to the same group (whose object name is replicated to domain B), transport is not able to read the membership of the group and cannot deliver the mail.

Solution: Using an Expansion Server

The problem of membership not being visible outside of the home domain of a Global group can be addressed by specifying an expansion server. As long as the specified expansion server uses a GC from the home domain of the group, the mail will be delivered.

For example, the group in domain A is modified to specify server 1 as the expansion server. A user on server 2 sends mail to the group. Transport is able to read the expansion server attribute and sends the message to server 1. Server 1 receives the mail being forwarded on from server 2 for expansion. Transport is able to read the membership of the group and successfully deliver the mail. 

In order for this process to work, you need to ensure that the Exchange server specified as the expansion server is using a GC that exists in the home domain of the global group.

Solution: Controlling GC Selection

You can control GC selection by either ensuring that your Exchange server is in the same Windows 2000 domain as the group and that the Windows 2000 site does not contain GCs from any other domain, or by using DSAccess registry keys to limit the list of GCs that Exchange 2000 server will select from. However, Exchange will choose a GC in your domain if one is available.

Public Folders

Public folders present another area of caution if you decide to use global groups. Global security groups can be used to permission public folders in Exchange, but you will need to be very careful with their use. If permissions are assigned to an Exchange 2000 folder using a global group and the folder is replicated outside of the domain of the group, the permissions given to that group will not be evaluated when that folder instance is accessed.

Note   If you use a single domain forest, using global (or domain local groups, for that matter), present no concerns whatsoever.

Changes in Client Access: Address Book Lookups

The services provided by the Exchange 5.5 directory—Global address list (GAL), address book views, and offline address books—are provided in a different way by Active Directory.

For example, rather than querying the (now non-existent) Exchange directory, clients must query Active Directory. More recent clients can access Active Directory directly. Other clients query Exchange when they need directory information. A service called DSProxy provides referrals to so that all clients can access Active Directory. 

Global Address List

When Outlook users want to find a person within the organization, they normally search the Global Address List (GAL), which represents an aggregation of all messaging recipients in the enterprise. Because Exchange 2000 servers no longer host their own directory services, all data is retrieved from Active Directory through Global Catalog servers. Because a Global Catalog server can support the Messaging Application Programming Interface (MAPI) protocol as well as Lightweight Directory Access Protocol (LDAP), Outlook clients can communicate with Active Directory using the same protocol employed by the Exchange Server 5.5 Directory Service.

Address Book Views vs. Address Lists

The Exchange 5.x concept of Address Book Views enabled the administrator to expose views based on field groupings to Outlook users. Outlook users could see each site, its containers, and the aggregated Global Address List when they looked in the server-based address lists. For example, to create a virtual container of all users in the Sales Team, the administrator created a view grouped by the field Department. 

Although virtual containers work well, they have various limitations. The biggest drawback is that if you create a view based on a field, a virtual container is created for every unique instance of data within that field. In the previous example, you would automatically get other team containers created. This problem exists because the rules that determine how the view is created are not flexible enough. 

In Exchange 2000 however, Address Book Views have been replaced with Address Lists. You can create a container that has a build rule for the address lists associated with it through the Exchange System Manager console. These rules use the LDAP search filter syntax as defined in RFC 2254 and are extremely flexible. Unlike Exchange Server 5.5 where the Address List is aggregated with the Directory Service, in Exchange 2000 the Global Address List is not aggregated within Active Directory because it is also built using a rule.

When you upgrade Exchange Server 5.5 to Exchange 2000, only the default views are created as address lists. 

Offline Address Lists

To support mobile users, the Offline Address List allows users to copy the contents of a server-based Address Book into a set of offline address book files (files with an .oab extension) on the local client's hard disk. The Global Address List is normally selected as the source for the Offline Address List generation.

The first Exchange 2000 that you install will store the offline address book.

Moving On

When you have a clear understanding of how Windows 2000 and Exchange 2000 interoperate and have planned accordingly, you’re ready to start a process of migration to Exchange 2000. This process officially begins when you run Active Directory Connector (ADC). Once you begin, you can operate in a mixed-mode Exchange and mixed-mode Windows environment indefinitely; but you won’t gain the full administrative benefits of Exchange 2000 until you make the “big switch” to a native Exchange 2000 environment.

Before you install ADC, you need to prepare your directories. 

Step 3: Prepare the Directories

Before you install your first Exchange 2000 server, you have to prepare both the Exchange 5.5 directory and Active Directory. 

Prepare the Exchange 5.5 Directory

Preparing the Exchange 5.5 directory means ensuring a one-to-one relationship between mailboxes and Windows NT accounts. If two mailboxes have the same primary Windows security account, then one mailbox must either be deleted, or associated with a different account in Active Directory. 

When two mailboxes are associated with the same Windows account, usually one of them is a “resource mailbox”, a mailbox for a resource such as a conference room. It may also represent a mailbox with revolving ownership.

In Exchange 5.5, an NT4.0 user can have permissions on a multiple mailboxes. For example, John Q. has his own mailbox, but also uses his NT4.0 user account credentials to access the Sales mailbox, which milkmen in the field write to for sales support.

In Active Directory however, a user object has a single mailbox attribute. 

If you populate Active Directory with a user account that has permissions on two different Exchange 5.5 mailboxes, Active Directory Connector (ADC) will randomly associate the account with only one of the mailboxes. Thus, during replication, the loginID JohnQ may be associated the Sales mailbox. But when ADC attempts to find an owner for John’s personal mailbox, it will find that John already has a mailbox, Sales. The link between John and his mailbox will be broken and he won’t be able to access his mail once he has moved to Exchange 2000.

Cleaning Up the Directory

[Preliminary]
When you run Active Directory Connector, a one-to-one relationship must exist between NT4.0 user accounts and 5.5 mailboxes. There are several strategies you can use to accomplish this.

Add a Rule in the ADC

[Preliminary]
Run the MultiMb Tool

In this manual method, you run the MultiMb tool, which lists all mailboxes that are linked to the same Windows NT account. You specify which mailbox should be linked to the Windows account, and then populate the custom attribute 10 attribute of the other mailboxes with the value NTDSNoMatch. 
Cleaning Up Afterwards

If you don’t clean up the Exchange 5.5 directory beforehand, you may have to clean up Active Directory afterwards. In this case, Windows 2000 accounts may be associated with the wrong mailboxes. For example, John Q. may own the Sales mailbox rather than his own, and a new account created by the ADC, Sales, may own John’s mailbox. 

[Preliminary]
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FIGURE 6. The Exchange 5.5 store, Windows NT4.0 directory, and Exchange 5.5 DS compared to the Exchange 2000 store and Active Directory

Note   In a mixed-mode Exchange organization, a Windows 2000 account, like a Windows NT4.0 account, can own more than one Exchange 5.5 mailbox.

Run Move Server Wizard

If you want to move servers between sites, now is the time to do it. Once you install your first Exchange 2000 server, and so create a mixed-mode Exchange organization, then you cannot move servers between sites in the same organization.

Once you’ve moved servers, allow the Exchange 5.5 directory time to update.

Prepare Active Directory

You prepare Active Directory for Exchange 2000 after you have developed some confidence in the stability of your Windows 2000 topology. Prepare Active Directory before you install or upgrade your first Exchange 2000 server, as follows: 

· Evaluate your automation tools

· Run Active Directory Connector

· Run ForestPrep and DomainPrep

Evaluate Your Automation Tools

Before you run the connector, you should evaluate your existing automation tools. Be aware of account creation tools that may put some accounts in a suspended state.

Make sure that your tools are having no adverse affect on Active Directory behavior and are performing as expected. Especially, make sure your tools are modifying the correct Active Directory attributes. If you’re creating errors in Active Directory, fix them before running the ADC.

Install Windows 2000 HotFixes

You need to install the most recent HotFixes (also called QFEs) on the domain controllers and on the server on which you are installing Exchange 2000. For more information, see the Windows 2000 website.

Run Active Directory Connector 

The Active Directory Connector (ADC) synchronizes Active Directory with an Exchange 5.5 directory. However, it’s best to understand the ADC not as a replication or synchronization tool, but as a step in upgrading to Exchange 2000. 

Note   Replication is the process of updating objects in a common directory namespace to one or more directories. Synchronization is the process of copying objects from one directory to another with distinct namespaces. So, although you can use ADC to synchronize objects in the Exchange 5.5 directory with Active Directory, these namespaces will remain separate and distinct until you upgrade. 

The ADC populates Active Directory with additional, mail-related attributes. If necessary (i.e., you haven’t run Forest Prep yet), it extends the schema to hold these attributes. It adds Exchange directory information to existing Windows 2000 security accounts, which you may have created when you upgraded Windows NT4.0. If no accounts exist, it will create them for you, in the manner you choose—as enabled or non-enabled user accounts, or as contacts.

Regardless, you add new information to Active Directory, and this becomes part of the Active Directory replication load. Be aware that this replication may take some time, depending upon the number of servers in your topology. Before you allow any messaging, you must let the new schema completely replicate to all DCs and GCs. 

Before you upgrade to Exchange 2000, the ADC provides a vital link between the Exchange 5.5 directory and Active Directory—in particular, with the global catalog of Active Directory.

What is Synchronized?

The ADC synchronizes three distinct types of directory objects: 

· Recipients. Mailboxes, DLs, and custom recipients

· Public folders. 

· Configuration information. Connectors, monitors, protocols, and topology information and other configuration information) 

Note   Always use the Exchange version of the ADC, rather than the Windows 2000 version. The Exchange ADC is a superset of the Windows 2000 ADC; whereas the Windows 2000 ADC synchronizes objects in the Exchange 5.5 site (for example, the Recipients containers) to the Active Directory, the Exchange 2000 ADC also replicates configuration data, such as protocol and connector data, and thus allows Exchange 5.5 and Exchange 2000 servers to coexist. Since the Exchange 2000 ADC adds functionality beyond the Windows 2000 ADC, you can simply replace the Windows 2000 version with the Exchange 2000 version.

How are objects synchronized?

Objects are synchronized using connection agreements. You specify what is replicated between Active Directory and the Exchange 5.5 directory, and where it’s replicated—into which containers. 

Synchronization is simplified if you synchronize the entire Exchange 5.5 site instead of synchronizing individual recipient containers. Choosing the entire Exchange 5.5 site as the source and target of the CA on the Exchange Server, and also choosing the Active Directory domain as the source and target on the Active Directory side of a two-way CA, effectively synchronizes the Exchange 5.5 recipient container hierarchy with the Organizational Unit (OU) hierarchy in Windows 2000. The OU hierarchy or the location of individual recipients created in the Active Directory by the ADC can be changed at a later time.

For more information the types and uses of connection agreements, see the Exchange online help.

The ADC at The Milk Company

At The Milk Company, the explicit goal of installing the ADC is to replicate all information on users in the Exchange 5.5 directory to Windows 2000 as quickly as possible, before installing Exchange 2000. If Exchange 2000 is installed before this process is complete, then those users whose mailboxes have not yet been upgraded will be invisible to those that have.

Since the goal is to upgrade relatively quickly, rather than co-exist for a lengthy period, The Milk Company is defining CAs to every site. 

1. Install ADC on a member Windows 2000 server on the New York site (the ADC can consume a lot of processor time and so it’s generally best to install it on a member server rather than a DC or GC).

2. Create a CA to synchronize Exchange 5.5 users and DLs in New York City with with the native-mode Windows 2000 domain (NA.TheMilkCompany).

3. Create a CA to synchronize Exchange 5.5 users and DLs in Lost Angeles with with the native-mode Windows 2000 domain (NA.TheMilkCompany).

4. Create a CA for London. The NT4 domain hasn’t been upgraded yet, and so this CA will actually create Windows users and groups in the root domain. Later they will be “cleaned up” and moved to the EUR domain by the Active Directory Cleanup Wizard. 

Note   The Milk Company administrator makes sure to check the “custom recipients” box in the connection agreement in order to replicate Paris recipients to Active Directory. (These recipients had been added to the Exchange directory earlier as custom recipients with the Notes connector.) Later, when the Notes users are migrated to Windows 2000, the contact objects will be automatically deleted in Active Directory.

5. Later (see Step 5), another CA will be created to synchronize the public folders with the native-mode domain (NA.TheMilkCompany).

Note   The Milk Company has employed a dedicated native mode domain (NA.TheMilkCompany) to be used as the target of ADC connection agreements. This is for ease of administration, but more important, a native-mode domain supports universal groups, which are needed to represent DLs and the ACLs on public folders. 

Once the root and EUR.TheMilkCompany domains have been upgraded to native mode, individual groups can be moved into the domain(s) best suited for them, and the current native-mode domain, NA.TheMilkCompany, no longer needs to assume a special “group management” function.

[Preliminary]
Figure 7. Connection agreements to the native-mode North American domain

Connection Agreements to Every Site

It is important to understand why you must define a separate CA to a server on every Exchange site. From the perspective of Exchange 5.5, “upgrading” a user to Exchange 2000 is the same as updating a user. The user’s directory information is being changed, that’s all. 

In Exchange 5.5, you cannot update a user in one site from another site. In the same way, you cannot update a user in one site through the CA that’s defined to another site. You need a direct, physical connection to the site—you need a CA to each site that you will be upgrading.

If you want to upload Exchange 5.5 directory data to the Active Directory, you can configure a one-way CA from Exchange. Since the ADC will not need to write information back to the Exchange 5.5 directory, recipient containers from multiple Exchange sites can be pulled through a single agreement that is connected to the entire Exchange organization. This is useful when you have many legacy Exchange sites in the organization or when there is a distributed security model in place. 

Note   When defining a Connection Agreement to an Exchange site, the target directory bridgehead should be an Exchange Server 5.5 Service Pack 3 or later, even if you are defining a one-way CA. This is required because although Exchange 5.0 supports reading LDAP results, the schema definition is incompatible with the ADC. Service Pack 2 for Exchange Server 5.5 includes a modified schema, performance enhancements, and the ability to page LDAP results. Other Exchange Servers within the site are not required to be running Exchange Server 5.5 SP3.

The ADC in a Windows 2000 domain

For each New York and Los Angeles mailbox, ADC matches the Exchange mailbox with the existing account in Active Directory, based on the Primary Windows NT Account setting in the Exchange 5.5 mailbox. If the user does not exist, then a new account is created. The account can be an enabled or non-enabled user, or a contact, depending on what you specify in the connection agreement.

Important   The ADC does not create an object in Active Directory unless the object does not exist. Nor does the ADC move objects from one domain to another. For example, if your connection agreement targets domain A, but the users you’re attempting to replicate already exist in domain B, the users will not be moved to domain A. Instead, Exchange directory information will be added to the users in domain B.

The ADC in a Windows NT4.0 domain

Next the Exchange administrator creates another CA to London. Since users in London haven’t been upgraded to Windows 2000, they don’t exist in Active Directory, and so the ADC creates a Windows 2000 user account for each Exchange 5.5 mailbox. However, since their Windows NT4.0 user accounts will remain temporarily on the London NT4.0 domain, the administrator specifies that non-enabled user accounts be created. At this time, they will be used only for mail routing, not for security. Each non-enabled user account contains all of the Exchange directory information. 

Mailbox permissions are transferred as follows: First the ADC copies the Windows NT 4.0 security identifier (SID) into the msExchMasterAccountSid attribute. Later, during the upgrade to Exchange 2000, permissions are set using this attribute, so users can access their mail using their Windows NT 4.0 security credentials.

When the London Windows NT 4.0 account domain is upgraded to Windows 2000, the domain will join the forest as a child domain, called EUR.TheMilkCompany, of the existing root domain, TheMilkCompany. When London is upgraded, there will be two accounts in Active Directory for each Exchange user: the original disabled user account created by ADC and the newly upgraded Windows 2000 account.

Note   After the upgrade to Exchange 2000, any Exchange mailbox that is “owned” by duplicate accounts cannot be used until the accounts are merged. However, this is not an issue until after the upgrade.

When to Run the Active Directory Cleanup Wizard

[Preliminary]

The Active Directory Account Cleanup Wizard, included with Exchange 2000, walks through Active Directory to match and merge duplicate accounts. The wizard matches the msExchMasterAccountSid attribute of a disabled user account with the primary SID of an upgraded user account. Duplicate accounts match because, when the Windows NT account is upgraded, its primary SID remains the same—and this same SID had been copied to the msExchMasterAccountSid attribute of the disabled user account, when it was created by ADC.

The Active Directory Account Cleanup Wizard merges all the attributes of the disabled user account into the upgraded user account. As part of the process, the disabled user account is deleted, leaving a single mailbox-enabled user account in Active Directory for each Exchange user. For more information on the wizard, see Step 5.
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Figure 8. Active Directory Cleanup Wizard

When to Move On

Before running ForestPrep or DomainPrep, you should test the new addition to your Windows 2000 topology. You can configure one or multiple CAs to replicate any container or set of containers. Make sure that when you change an attribute, it’s replicated properly. Create and delete accounts, create distribution groups, and in general, assess the stability, accuracy, and reliability of your Windows topology. When you’re confident, move on.

Run ForestPrep and DomainPrep

Now that the Active Directory Connector is installed and you have set up CAs to replicate users and DLs, you need to prepare the forest and each domain for Exchange 2000.

Before running ForestPrep and DomainPrep, you should have a clear understanding of the permissions required by members of the administrative team.

Running ForestPrep and DomainPrep can be considered a preliminary to running Exchange Setup, but properly understood, they’re part of a single setup procedure that has been divided in three parts:

· ForestPrep, forest-wide configuration requiring Enterprise Administrator permissions,

· DomainPrep, domain-wide configuration requiring Domain Administrator permissions, and 

· Exchange Setup, itself.

One Setup, Three Parts 

The first part, ForestPrep, prepares the Windows 2000 forest for Exchange. It was separated from Exchange 2000 Setup because Setup must perform operations that require permissions of an Enterprise Administrator and Schema Administrator—and enterprises may not be comfortable providing this level of permissions to Exchange administrators. In other words, the set of permissions required for Exchange installation are of a higher level than the set required in production. So ForestPrep is run, by the Windows 2000 Enterprise Administrator, as a separate, preliminary setup function. For the same reason, DomainPrep was separated from Exchange setup because many organizations do not want Exchange administration to have Domain Administrator rights.

Note   If a single person or group that is responsible for deploying Exchange also has permissions to modify the Active Directory schema and control domains, there are fewer preparation tasks—If the account that you use to install the first instance of Exchange belongs to the Schema Admins, Enterprise Admins, and Administrators (for the first server) security groups, and you only have one domain, then ForestPrep and DomainPrep can be run as part of Exchange Setup. 

What ForestPrep Does

Depending on whether you are installing a new Exchange organization or joining an existing Exchange 5.5 organization, ForestPrep presents slightly different options. In general, ForestPrep:

· Extends the Active Directory schema to include Exchange-specific information. This affects the entire forest and may take a considerable amount of time to replicate changes to every domain and domain controller. 

Note   If you run the Active Directory Connector first, as The Milk Company has done, then the schema is already extended. ForestPrep will extend the schema further, but the global catalogs will not have to be rebuilt, so there will not be an extra replication load. 

· Prompts for and creates the Exchange organization name and object in Active Directory—it builds the initial Exchange organization structure in Active Directory. (For The Milk Company, the organization name is The Milk Company.) When Exchange is installed, Setup queries Active Directory for configuration information. 

· Assigns Exchange Full Administrator permissions for the account that you specify. This account has the authority to install Exchange throughout the forest. After the first installation of Exchange 2000, you can use this account to run Exchange Administration Delegation Wizard, which configures Exchange-specific roles for administrators throughout the forest.

Note   Once you run ForestPrep, it’s difficult to go in reverse.

What DomainPrep Does

DomainPrep creates two security groups in each Windows 2000 domain it’s run in. Together, the groups are used to provide permissions to Exchange servers, so that the servers can perform tasks such as modifying Exchange user attributes. A Windows 2000 Domain Administrator must run DomainPrep in any domain where:

· USGs will be installed, 

· mail-enabled users will reside, or 

· an Exchange server will be installed. 

DomainPrep creates and configures permissions for the groups in the following table.

	Group
	Function
	How populated
	Permissions

	Exchange Domain Servers
	A global security group that lists the machine accounts of all servers running Exchange 2000 in each domain.
	It’s populated by Exchange setup when you install a server.
	It has read-only permissions to the Exchange System Manager.

	All Exchange Servers
	A domain local security group that contains all Exchange Domain Servers groups from all domains, used for granting access.
	The RUS adds the Exchange Domain Servers groups from all other domains that have an active RUS.
	It has Modify permissions on all Active Directory recipient objects.


Address List Server

In addition, in DomainPrep you specify the Address List Server. Since Exchange 2000 no longer has a directory of its own, but uses Active Directory, address book lookups have changed. One ramification of this is that you have to choose an address list server. (More on this in Step 2, in the section, “Changes to Client Access: Address Book Lookups.”)
Step 4: Install your first Exchange 2000 server

You can either install a fresh Exchange 2000 server or upgrade an existing Exchange 5.5 server. There is a concrete benefit in making a fresh start: If you do, you can test Exchange 2000 without affecting your Exchange 5.5 servers.

By default, in those organizations where no previous versions of Exchange exists, Exchange Setup creates First Administrative Group and First Routing Group.

When you Install 

[Preliminary]
The Milk Company decides to install its first new server in the New York City site. The server joins the New York City site.

[Preliminary]
Figure 9. Exchange Setup screen, joining site

The following are automatically created:

· Configuration Connection Agreement (CA). The Exchange 2000 Setup wizard analyzes your Exchange organization and builds the configuration connection agreements necessary to replicate Exchange-specific configuration information between Exchange 5.5 and Active Directory. Configuration connection agreements are used to replicate Exchange-specific configuration information between Active Directory and the SRS. Using the ADC, you need to turn on this new CA immediately after installing the server.
· Recipient Update Service (RUS). RUS runs as part of the system attendant service on the Exchange server; the first Exchange server becomes the default Recipient Update server for the domain on which it is installed. The RUS is responsible for updating domain groups and recipient objects. It’s actually responsible for propagating changes you specify in the UI throughout the Exchange system. RUS adds the new server to the Exchange Domain Servers group (in the Windows 2000 native domain, NA.TheMilkCompany). For every additional domain, you need to configure the RUS for that domain, or install additional RUSs to update other domains.

· Site Replication Service (SRS). The SRS provides information about the entire Exchange 2000 configuration to Exchange 5.5 servers. In addition, the SRS is displayed in the Exchange 5.5 Administrator program as a Exchange 5.5 Directory Service. 
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Figure 10. Install the first Exchange 2000 Server
The Interface Between Active Directory and Exchange 5.5

The ADC and the SRS are the components that enable mixed-mode operation of Exchange. Together they manage the correspondence between the Exchange 5.5 directory and Active Directory.

The SRS is installed automatically on the first Exchange 2000 server that you install in an Exchange 5.5 site, or on the first server in a site to be upgraded. To existing Exchange 5.5 servers, the SRS looks like an Exchange 5.5 directory service—it participates in directory replication like any Exchange 5.5 server, and is displayed in the Exchange 5.5 Administrator program as a Exchange 5.5 directory service. (No directory service is listed for those Exchange 2000 servers that do not host an SRS.) 

The SRS actually includes a Dir.edb file, used on all Exchange 5.5 servers for directory services. By mimicking a 5.5 directory, SRS provides a front end to Active Directory that can be understood by the Exchange 5.5 system. The SRS thus provides information about the entire Exchange 2000 configuration to Exchange 5.5 servers.

Similarly, the ADC imports the Exchange 5.5 organizational structure into Active Directory. When the first Exchange 2000 server is installed, a special connection agreement called a configuration connection agreement is created automatically. The configuration connection agreement replicates the topology of the Exchange 5.5 organization to Active Directory, where it is maintained in the configuration naming context. The configuration connection agreement also replicates changes made to the Active Directory version of the directory to the SRS.

Knowledge Consistency Checker, Site Consistency Checker

[Preliminary]

Run Exchange 2000 Delegation Wizard

Exchange includes a tool called Administration Delegation Wizard that simplifies permission management for delegating the appropriate permissions to Exchange administrators. Administration Delegation Wizard is installed with Exchange, and cannot be run until the first instance of Exchange is installed in the organization.

When you start Administration Delegation Wizard, you can assign the roles in the following table to groups and users:

	Role
	Capabilities

	Exchange Full Administrator 
	Administer all Exchange system information and modify permissions on Exchange objects

	Exchange Administrator
	Administer all Exchange system information

	Exchange View Only Administrator
	View Exchange configuration information

	Mailbox Manager
	Exchange-enable Active Directory users, groups, and contacts


Create a Bridgehead Server

Once The Milk Company installed its first Exchange 2000 Server, the administrator reconfigures the following connectors so that they connect to the new server: 

· Active Directory Connector. Simply change the connection agreements so that directory data is routed through the new server.

· Directory Replication Connectors (DRCs). Exchange 5.5 DRCs can be reconfigured to point to the new server. They do not need to be deleted and added.

By connecting the ADC to the Exchange 2000 server running the SRS, and also by retargeting existing Directory Replication Connectors (DRCs) on the Exchange 5.5 system to this server, you can use the SRS on the bridgehead server between Exchange 5.5 and Exchange 2000. The primary benefit of creating a bridgehead is ease of administration. When other servers are upgraded, you don’t want to have to keep re-pointing connection agreements to other servers.
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FIGURE 11. Install a bridgehead server

Now You’re Co-existing

After you introduce the first Exchange 2000 server to an Exchange 5.5 organization through an upgrade or a fresh installation, the Exchange organization is in mixed mode. The organization stays in mixed mode until all of the Exchange 5.5 servers have been upgraded or decommissioned.

Actually, operating in mixed mode affects administrators far more than users. As soon as a user’s server is upgraded to Exchange 2000, the user can access the full range of new features. The restrictions affect how the administrator manages the upgraded server, as follows: 

· Routing groups must be administrative groups. In mixed mode, routing groups must correspond to administrative groups. This restriction exists because, in mixed mode, there are two versions of the Exchange directory—the Exchange 5.5 directory service and Active Directory. The Exchange 5.5 directory does not understand an administrative group as distinct from a routing group; both are merged in the site concept. So for message routing and related operations to work, the version of the directory maintained in Active Directory must reflect Exchange 5.5 directory concepts.

Note   When all the servers in an administrative group have been upgraded to Exchange 2000, at that point, you can create additional routing groups in the administrative group; however, they cannot cross the boundary of the administrative group. 

· You can’t move users between sites. In mixed-mode, you cannot move Exchange 5.5 users between Exchange sites, or, from the Exchange 2000 perspective, between administrative groups. (An Exchange 5.5 site corresponds to an Exchange 2000 administrative group.) Routing in Exchange 5.5 is based on site addressing, so if you move a user to a different site, then Exchange 5.5 does not know how to route mail to the user. However, Exchange 2000 is based on SMTP addressing. 

After the organization has been switched to native mode, routing groups can be defined independently of administrative groups, and users can be moved freely between administrative groups.

Step 5: Upgrade the Information Stores and Other Exchange Components

Once you have installed Exchange 2000 on a single server and begun directory replication, you have created a mixed-mode Exchange organization. 

You’ve already used ADC to populate Active Directory accounts with Exchange 5.5 directory information; the remaining tasks are to upgrade the mailbox store, the public folder store, and the variety of connectors.

In addition, The Milk Company needs to migrate the Paris site to Windows 2000 and Exchange 2000, and upgrade the London domain to Windows 2000 before upgrading the London site to Exchange 2000. 

Recap 

Step 1 

· Planned both Windows 2000 and Exchange 2000 deployments.

Step 2

· Upgraded New York City and Los Angeles Windows NT4.0 domains to Windows 2000 by creating a root domain and child native-mode Windows 2000 domain.

Step 3

· Prepared the Exchange 5.5 directory to be imported to Active Directory by cleaning up resource mailboxes.

· Assessed the Windows 2000 environment and evaluated account creation tools.

· Applied Windows NT QFEs.

· Installed Active Directory Connector and created connection agreements to New York City, Los Angeles, and London, to synchronize both users and DLs.

· Ran ForestPrep.

· Ran DomainPrep on the root and NA.TheMilkCompany domains.

Step 4

· Ran Exchange Setup and installed a new Exchange 2000 server

· Reconfigured the ADC and the DRCs to the new bridgehead server

What’s Next

Step 5

· Upgrade the Private store—move mailbox data for the New York City domain to the new Exchange server.

· Upgrade the public store—replicate all public folders in the organization to Active Directory.

· Upgrade connectors.

· Repeat for each server in the New York City and Los Angeles site.

· Migrate the Paris site to Exchange 2000.

· Upgrade the London NT4.0 domain.

· Run Active Directory Cleanup Wizard.

Step 6

· Switch to a native-mode Exchange 2000 organization

Upgrade the Mailbox Store

You can use one of two basic methods to upgrade mailbox data: either move mailboxes from an Exchange 5.5 server to a target Exchange 2000 server, or do an in-place upgrade. An in-place upgrade means that there may be some downtime for users whose mailboxes are hosted on the server; however, an in-place upgrade can be economical, especially in large distributed networks where small sites support single servers. 

In the case of The Milk Company, both methods are used at the New York City site, because one the two computers running Exchange 5.5 Server must be decommissioned to upgrade the hardware.

Move Mailboxes

First, Exchange 2000 Server is installed on a new computer, and the “move mailbox” upgrade is used: mailboxes from an Exchange 5.5 server are simply moved manually to the Exchange 2000 server, using Active Directory Users and Computers in the Microsoft Management Console (MMC). Then the Exchange computer is decommissioned and the hardware upgraded before re-employing it.

Note   Exchange servers should stay in the topology long enough for user profiles to be automatically retargeted to the appropriate server.
Note that in mixed mode, you can only move mailboxes to another server in the same administrative group (from the Windows 2000 perspective) or the same site (from the Exchange 5.5 perspective).

In-Place Upgrade: Deferred Upgrade Process

To do an in-place upgrade, the Milk Company administrator installs Exchange 2000 Server on the second computer, which is running both Windows 2000 Server and Exchange 5.5 SP3, and follows the wizard’s instructions.

Note   You cannot add components that are not already installed on the server during the upgrade. However, you can run Setup after the upgrade to add components such as connectors and real-time collaboration services. If Exchange 2000 does not include connectors that are running on your existing server, those connectors will not be available after you upgrade

The actual upgrade of the mailbox store happens using a process that runs in the background. This enables the Exchange 2000 server to be available as quickly as possible. The process moves from mailbox to mailbox, upgrading as it goes—or, if a user attempts to access their mailbox, it will be upgraded at that time. For this reason, it’s best to do the upgrade in the evening, or at a time when you expect that few users will access their mailboxes. 

For more information on upgrade methods, see the Exchange 2000 Planning and Installation Guide.

Ensuring Directory Integrity

It’s very important that the Exchange 5.5 directory is completely up-to-date before you move any mailboxes, and that any new information is replicated to Active Directory before migration. 

Note   In Exchange 5.5, multiple NT4.0 users can have permissions on a single mailbox. For more information, see “Prepare the Exchange 5.5 Directory” in Step 3. 

Upgrade the Public Folder Store

The first step in upgrading the public folder store is to clean the store. You have to clear the public folder ACLs of obsolete users—those users who have left the organization, but whose names remain in ACLs on objects. 

You must take this step before you upgrade or replicate public folder content to Active Directory. 

Note   Upgrading the public folder store is covered in more detail in a separate web article.

Remove Obsolete Users from ACLs

An obsolete user is a user who is listed in an Access Control List (ACL)—giving the user permissions on the associated object—but the user no longer exists in the directory. When users leave a company, they typically leave behind a trail of obsolete permissions on store folders. In most cases, this does not present a problem; the list will simply contain some obsolete users. But in the case of ACLs on public folders, these users need to be deleted before upgrading to Exchange 2000.

When public folders are replicated to Windows 2000, Active Directory must translate 5.5 public folder ACLs, which were based on distinguished names (DNs), into Windows 2000 ACLs, which use the Windows 2000 primary account SID. Active Directory locates the user associated with the old 5.5 credentials (the DN), and stamps the user’s new Windows 2000 credentials (the SID) onto the public folder. However, obsolete users are never added to Active Directory; they exist only as obsolete 5.5 DNs. 

In addition, since upgrading users to Windows 2000 takes time, a public folder ACL may contain a name that is not represented in Active Directory. However, all users and groups in a public folder’s ACL must be resolved before users can access the folder.

Next you need to:

· Create a public folder connection agreement.

· Replicate the public folder hierarchy.

· Replicate the messages in the public folder store.

Create a Public Folder Connection Agreement

To replicate public folders, you first need to create a public folder connection agreement for each site in your Exchange 5.5 organization. For each agreement, the ADC automatically selects the Windows OU, the Exchange container, and the default destination containers for Windows and Exchange. The agreements use objects' Exchange 5.5 distinguished names (DNs) to create their location on the Windows 2000 server. You cannot change these containers. 

Note   Public folder connection agreements always use two-way replication, and they always form primary Connection Agreements from Exchange. You cannot change this value.

Create Public Folder Hierarchy

[Preliminary]

When you install Exchange 2000 Server, a public folder store is created by default. The store inherits the Exchange 5.5 public folder hierarchy, and it also inherits the 5.5 ACLs, which members are converted from Exchange DNs to Windows NT SIDs.

The mail attributes of the public folders must be represented in Active Directory for the hierarchy to be replicated—which is why the connection agreement has to be created first. The hierarchy is replicated by mail, and the mail cannot be routed if the folders are not represented in Active Directory.

In Exchange 5.5, DLs could be used in ACLs on public folders. In Windows 2000, they must be converted to Universal Security Groups, or else mail routing will be unpredictable. The ADC creates Universal Distribution Groups from Exchange DLs. UDGs that are used in ACLs are automatically converted to USGs at the following points: 
[Preliminary]

Create Public Folder Contents

[Preliminary]
The contents of public folders are replicated through standard Exchange 5.5 public folder replication. 

Upgrade or Migrate Connectors

[Preliminary]
Migrate or Upgrade Site Connectors 

[Preliminary]
Migrate or Upgrade Directory Replication Connector

[Preliminary]
Foreign Connectors

[Preliminary]
Internet Mail Connector

[Preliminary]
Migrate from Another Messaging System

[Preliminary]

As stated in Step 1, Paris was connected to London using an Exchange 5.5 connector. Now the time has come to join Paris to the organization. 

Migrate the Paris Site to Exchange 2000

· Create a new pure Exchange 2000 administrative group, prior to adding server. (This is exactly the reverse of an analogous procedure in Exchange 5.5, because the administrative group must be created first, and then the server is added.)

· Add the Paris server.

· Replicate directory information through using the existing SRS (an additional SRS is not created). The ADC synchronizes this information with Active Directory.

· Migrate using the Exchange 2000 Migration Wizard.

The Milk Company: Upgrade Final NT4.0 Domains

After migrating private stores, the public store, and connectors, The Milk Company upgrades its remaining Exchange 5.5 servers in the New York City and Los Angeles administrative groups.  

It also upgrades the London NT4.0 domain.

[Preliminary]

Cleaning Up Active Directory 

The need to “clean up” Active Directory arises because upgrading a Windows NT4.0 domain does not have a built-in method to merge new accounts with existing Windows 2000 accounts. These procedures create a security account, regardless of whether an account already exists for the user or object. While these two accounts exist, Exchange 2000 users cannot access their accounts. 

The tools built specifically for account creation in Active Directory—Active Directory Connector (ADC) and Active Directory Migration Tool (ADMT)—do have such a built-in merge method. For example, if you first upgrade a NT4.0 domain to Windows 2000, and then use Active Directory Connector to populate AD with Exchange directory information, the new information is merged with the existing user accounts.

When to use the Active Directory Cleanup Wizard?

Microsoft provides the Active Directory Cleanup Wizard (ADClean) to clean up Active Directory if: 

· You have used ADC to populate Active Directory with non-enabled user accounts from Exchange 5.5, and then you upgrade the NT4.0 domain that contains security accounts for those users. 

You must use the wizard immediately after upgrading the domain. 

Note   If you use connectors to coexist with a foreign messaging system, and then use Migration Wizard, Migration Wizard will merge accounts in Active Directory and there will be no need to run ADClean.

Step 6: Switch to Native Mode

You can use System Administrator to set Exchange 2000 to native mode after all Exchange 5.5 servers are upgraded to Exchange 2000. At this point, Exchange 2000 longer adheres to 5.5 site restrictions and legacy DN rules.

Cleanup Task List

[Preliminary]

· Turn off ADC and delete SRS prior to moving to native mode.

Re-organize the Organization

Create Administrative Groups within a Routing Group

[Preliminary]
Move Users Between Administrative Groups

[Preliminary]

Rename Organizational Units

[Preliminary]
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